
Types of Cyber Attacks: A 
Comprehensive Overview 

Cyber attacks are malicious attempts to disrupt, damage, or gain unauthorized access to 

computer systems, networks, or data. They evolve rapidly with technology, often exploiting 

human, software, or hardware vulnerabilities.  

1. Malware Attacks 
Malware, short for malicious software, encompasses programs designed to harm or exploit 

devices. It includes viruses, worms, trojans, ransomware, spyware, and adware. 

 

How It Works 
Malware infiltrates systems via infected downloads, email attachments, or drive-by downloads. 

Once inside, it can steal data, encrypt files, or spread to other devices. 

Types and Examples 

● Viruses: Attach to legitimate files and replicate. Example: The ILOVEYOU virus (2000) 
spread via email, infecting millions of computers worldwide. 

● Worms: Self-replicating without user interaction. Example: Stuxnet (2010), a worm that 
targeted Iran's nuclear program by exploiting Windows vulnerabilities. 

● Trojans: Disguise as benign software. Example: Zeus Trojan, which stole banking 
credentials from millions of users. 

● Ransomware: Encrypts data and demands payment. Example: WannaCry (2017), which 
affected 200,000 computers in 150 countries, crippling hospitals and businesses. 

● Spyware: Monitors user activity. Example: Keyloggers in banking trojans. 



Impacts and Prevention 

Impacts: Data loss, financial theft, system downtime. Prevention: Use antivirus software, avoid 

suspicious downloads, keep systems updated, and employ multi-factor authentication (MFA). 

2. Phishing Attacks 

Phishing involves deceptive attempts to obtain sensitive information by masquerading as 

trustworthy entities. 

How It Works 

Attackers send fraudulent emails, texts, or create fake websites mimicking legitimate ones (e.g., 

banks). Victims are tricked into clicking links or providing credentials. 

Types and Examples 

● Email Phishing: Common form. Example: The 2016 DNC hack involved spear-phishing 
emails to steal emails. 

● Spear-Phishing: Targeted at individuals. Example: Attacks on CEOs in business email 
compromise (BEC) scams, costing billions annually. 

● Vishing (Voice Phishing): Via phone calls. Example: IRS scams impersonating tax 
officials. 

● Smishing (SMS Phishing): Via texts. Example: Fake alerts from banks prompting link 
clicks. 

Impacts and Prevention 

Impacts: Identity theft, financial loss. Prevention: Verify sender authenticity, use email filters, 



educate users on red flags (e.g., urgent requests), and enable MFA. 

3. Denial-of-Service (DoS) and 
Distributed Denial-of-Service (DDoS) 
Attacks 

DoS attacks overwhelm a system with traffic, making it unavailable. DDoS uses multiple 

sources. 

How It Works 

Attackers flood the target with requests, exhausting resources like bandwidth or CPU. DDoS 

employs botnets (networks of compromised devices). 

Types and Examples 

● Volumetric Attacks: Flood with data. Example: The 2016 Dyn DDoS attack disrupted 
major websites like Twitter. 

● Application Layer Attacks: Target web apps. Example: Slowloris, which holds 
connections open. 

● Protocol Attacks: Exploit network protocols. Example: SYN flood, overwhelming servers 
with half-open connections. 

Impacts and Prevention 

Impacts: Service outages, revenue loss. Prevention: Use firewalls, rate limiting, cloud-based 

DDoS protection (e.g., from Akamai), and monitor traffic patterns. 



4. Man-in-the-Middle (MitM) Attacks 

MitM intercepts communication between two parties without their knowledge. 

How It Works 

Attackers position themselves between sender and receiver, eavesdropping or altering data. 

Common in public Wi-Fi. 

Types and Examples 

● ARP Poisoning: Spoofs ARP tables. Example: In LANs, redirecting traffic. 
● SSL Stripping: Downgrades HTTPS to HTTP. Example: Used in public hotspots to steal 

login credentials. 
● Evil Twin Attacks: Fake Wi-Fi hotspots. Example: Rogue access points mimicking 

legitimate ones. 

Impacts and Prevention 

Impacts: Data interception, session hijacking. Prevention: Use VPNs, HTTPS everywhere, 

certificate pinning, and avoid unsecured networks. 

5. SQL Injection (SQLi) Attacks 

SQLi exploits vulnerabilities in web apps that use SQL databases. 



How It Works 

Attackers inject malicious SQL code into input fields (e.g., login forms), tricking the database 

into executing unintended commands. 

Types and Examples 

● Classic SQLi: Direct injection. Example: The 2011 Sony Pictures hack via SQLi on a 
vulnerable form. 

● Blind SQLi: No direct output; inferred via responses. Example: Used in automated tools 
like sqlmap. 

● Time-Based SQLi: Delays responses to extract data. 

Impacts and Prevention 

Impacts: Data breaches, unauthorized access. Prevention: Use prepared statements, input 

validation, web application firewalls (WAFs), and parameterized queries. 

6. Cross-Site Scripting (XSS) Attacks 

XSS injects malicious scripts into web pages viewed by other users. 

How It Works 

Attackers embed scripts in user-generated content (e.g., comments). When others view the 

page, the script runs in their browser. 



Types and Examples 

● Reflected XSS: Script in URL, reflected back. Example: Phishing links leading to 
credential theft. 

● Stored XSS: Script stored on server. Example: The 2014 Yahoo breach via XSS in user 
profiles. 

● DOM-Based XSS: Manipulates DOM. Example: Client-side vulnerabilities in single-page 
apps. 

Impacts and Prevention 

Impacts: Session hijacking, defacement. Prevention: Sanitize inputs, use Content Security 

Policy (CSP), escape outputs, and employ WAFs. 

7. Zero-Day Exploits 

Zero-day attacks target unknown vulnerabilities before patches are available. 

How It Works 

Attackers discover and exploit flaws in software not yet known to developers. 

Types and Examples 

● Software Exploits: In apps or OS. Example: The 2017 Equifax breach via a zero-day in 
Apache Struts. 

● Hardware Exploits: In devices. Example: Spectre and Meltdown, affecting CPUs. 



Impacts and Prevention 

Impacts: Unpatched systems at risk. Prevention: Regular updates, intrusion detection systems 

(IDS), threat intelligence sharing, and zero-trust models. 

8. Social Engineering Attacks 

Social engineering manipulates people into divulging confidential information. 

How It Works 

Exploits human psychology rather than tech. Includes pretexting, baiting, and tailgating. 

Types and Examples 

● Pretexting: Fabricated scenarios. Example: Posing as IT support to gain access. 
● Baiting: Tempting with infected media. Example: USB drives left in parking lots. 
● Tailgating: Following authorized personnel. Example: Physical access to secure areas. 

Impacts and Prevention 

Impacts: Unauthorized access, data theft. Prevention: Employee training, access controls, and 

awareness programs. 



9. Insider Threats 

Attacks from within an organization, often by employees or contractors. 

How It Works 

Insiders misuse access for malicious purposes, like data theft or sabotage. 

Types and Examples 

● Malicious Insiders: Intentional harm. Example: Edward Snowden's 2013 NSA leaks. 
● Accidental Insiders: Unintentional errors. Example: Mishandling data leading to 

breaches. 

Impacts and Prevention 

Impacts: Data exfiltration, reputational damage. Prevention: Least privilege access, monitoring, 

background checks, and data loss prevention (DLP) tools. 

10. Advanced Persistent Threats 
(APTs) 

Long-term, stealthy attacks by state-sponsored or organized groups. 



How It Works 

Involves reconnaissance, infiltration, and data exfiltration over months or years. 

Types and Examples 

● Nation-State APTs: Targeted espionage. Example: APT28 (Russian-linked) in the 2016 
US elections. 

● Corporate Espionage: Stealing trade secrets. Example: Operation Aurora (2009) against 
Google and others. 

Impacts and Prevention 

Impacts: Intellectual property theft. Prevention: Network segmentation, endpoint detection, 

threat hunting, and international cooperation. 

11. IoT (Internet of Things) Attacks 

Target connected devices like smart homes or industrial systems. 

How It Works 

Exploits weak security in IoT devices, often via default passwords or unpatched firmware. 

Types and Examples 

● Botnet Formation: Compromising devices. Example: Mirai botnet (2016) in the Dyn 



DDoS attack. 
● Device Hijacking: Controlling gadgets. Example: Smart fridge hacks for data theft. 

Impacts and Prevention 

Impacts: Privacy invasion, physical harm (e.g., in medical devices). Prevention: Change 

defaults, firmware updates, network isolation, and secure protocols. 

12. Supply Chain Attacks 

Compromises third-party vendors to infiltrate targets. 

How It Works 

Attackers breach a supplier's systems, then use that access to target customers. 

Types and Examples 

● Software Supply Chain: Tampering with updates. Example: SolarWinds hack (2020), 
affecting US agencies. 

● Hardware Supply Chain: Faulty components. Example: Backdoors in routers. 

Impacts and Prevention 

Impacts: Widespread breaches. Prevention: Vendor assessments, code signing, and supply 

chain risk management. 



13. Ransomware-as-a-Service (RaaS) 

Ransomware provided as a service to cybercriminals. 

How It Works 

Developers offer ransomware tools for a cut of profits; affiliates deploy them. 

Types and Examples 

● Crypto-Ransomware: Encrypts files. Example: Ryuk, used in hospital attacks during 
COVID-19. 

● Locker Ransomware: Locks devices. Example: Variants targeting mobile devices. 

Impacts and Prevention 

Impacts: Operational paralysis. Prevention: Backups, endpoint protection, and incident 

response plans. 

14. Cryptojacking 

Unauthorized use of devices to mine cryptocurrency. 



How It Works 

Malware hijacks CPU/GPU resources for mining. 

Types and Examples 

● Browser-Based: Via infected sites. Example: Coinhive scripts on websites. 
● Malware-Based: Installed via downloads. Example: WannaMine in enterprise networks. 

Impacts and Prevention 

Impacts: Performance degradation, energy costs. Prevention: Ad blockers, antivirus, and 

resource monitoring. 

15. Watering Hole Attacks 

Compromises websites frequented by targets. 

How It Works 

Attackers infect legitimate sites, waiting for victims to visit. 

Types and Examples 

● Targeted Watering Holes: For specific groups. Example: Attacks on Tibetan activist sites. 



Impacts and Prevention 

Impacts: Targeted infections. Prevention: Website scanning, user education, and secure 

browsing. 

16. Session Hijacking 

Steals session tokens to impersonate users. 

How It Works 

Intercepts cookies or tokens during active sessions. 

Types and Examples 

● Cookie Theft: Via XSS or sniffing. Example: In unsecured Wi-Fi. 

Impacts and Prevention 

Impacts: Account takeover. Prevention: HTTPS, session timeouts, and secure cookies. 

Emerging Trends and General 



Prevention 

Cyber attacks are increasingly sophisticated, incorporating AI for evasion and automation. 

Trends include AI-driven attacks, quantum threats to encryption, and attacks on cloud 

environments. 

Broader Mitigation Strategies 

● Defense in Depth: Layered security (firewalls, IDS, encryption). 
● Incident Response: Plans for rapid recovery. 
● Education and Training: Regular simulations. 
● Compliance: Adhere to standards like NIST or GDPR. 
● Tools: SIEM systems, AI-based threat detection. 

 
 


