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Spring Secoriy fondarmephals; 

Securiy Attacks: 

I Crosa-Sile Reqyest forgey (CSRF) 
’An attack oheve sa logged -in, User is 

witoot knouwing ( lke hansfering mone) 
lhe we b application Trost the c3e's brower and execues tae Malicious 

equest 

a logged -in. User is hieed nto Performing Ackons 

�*- A banking websile oituet CSRF prolecion ’ attacker sendo a hidden 

transfer Veqvest ’ Unknow ing s hansfers oney 

How to Rrevent9 

: CSRF Tokens > Gienevala a.Ohiqye, Unpvedicable toer for ench User Ses ion. 

2 Stateles with TwTUseJWT asthenicaton insod ot Seion -baled Atiken Wali 

CSRF exploi the hosta site hos in the usew's brouser, while. X$S ex ploia tae host 

a USer has in a Site. 

2 Cross -Site Scvipling (Xss) 
’ An atacher injecu malicious Seip� (JavaStnipf ) inlo web pages, afteeRing 

other Usevs 

’ Can steal Coolies hijack Sesions, or deface websiza. 

Hous to Prevest9 

Inpot Validauon < Sani 2a ion ’ Check all User inpoi and Verove havmful Code 

Nole' 
dangerous -Man veflectd Yss be cause it is Saved on the 

Stored XSs is move 

Server and aitect molliple osevs'". 



3 SQL lnjec lion. 

> Ao olfacher inserto malicious SQL Code inlo inpot fieldo to manipulat databose 

quevies 

’ Can expose (o) modity Sensilive data 

How to Revenl 

Use Prepaved Statemenb/ Pavameteri ted Quevies. 

1 Use ÖRM Fraimecobvl Fue.Hibevoat inskead of diveet 

y Validate Saniie Inpu. 

Nok:- &- SELECT * FROM Users WHERE Usevname OR 

"ssL injecion happens uhen User input is dire cly Concatenatd into soL quevie) 

withoot Validalon." 

hiching the brocwser cels 
CSRF ’ Targeb aclions bey 

XSS ’ Inject Scvipu to steal (o) manipulate dat 

Iotevnal working ot Spring Secuily 

Spring Seconly 

divect S6L 

is a powertul frarmeork in Spring for 

Autweslication(oho you oe) and Aothori aqton (what pu Can Acteu). 

’Protect applicaios hrorn onauthori sed Acaes. 

’ we Can add just .adding dependeney To Our Projeck 

* Spng Boot aulo-configoraipes Seconty itlh'Sessble defoulb wsing the 

wleb Securik Confiquraion cla 
Authenti caios 

Meaning ’ Vevitying the ideny af a 
USer 

’ 

2slalas 

Auihoyi sation 

’ Cheching utak on aukeolicakd user 

Can (ov) Cannot do 

’ Usually via USerrane/PauaordBaved on voles/ Permissions 

(ov) Tokens 

’Loging info Grmoil usig (vedenliol’ohether Hou Can vead èmails (o) 

delett ther. 



Lntvnal Waking ot Spring Seconi'y' 

Seonit, ile Auo Configoralion - Rejskers a Delegpling fiterRoxy 

Damed Speirng Securt, fille Chain. 

Delegating illerProy Delegdy Me, C 

3 Filter Choi Prory ->Uses a Seurta filter Chain to execot mnliple Secoit 

filters ina Speci�ie orderl tie aothenicalon; CSRF Proteolion pek). 

Reqyest 

Delegalingfilerfroy 

Filler Chairn Proxy 

Secorit illers 

Defoult Behaviour ot pring Secorty: 
Creates pving Securty fllerChain 

4- Default User re denials; 

bbyq 
a Filker Chainoy 

2 HTTP Basie Authenicalico is enabled by deflt 

3 Default Login Pageis autonalcally generaad. nnlr o 

Usernamé ’ User 

to 'handle all Yeqeli:.. 

Pas co or dPinted n the Console at stariop 

s Pasord encryptio > Stoved osin Bergpt hahing 

G Loqout Fealwves -’ Eabled Aulbmaically 

1 CsRF Rrotecio Enabled de fault 

& Session Fixgion Proteclion Prevena Seuiors hijacling, 



Lotevoal Flocu 

Client Reqvest- Sent to he Servey. 

» Delegating iter Pony - lnleicepb the teqvest 

s Filler Chan Proxy s De cides ohieh filters la apply 

4 Autheoication Filler ’ Validaas Cvedentials 

s Autuoviaation Filtey ’ Checks toles Pevojssions 

6 Gontrlle, 
Execuliontallowed,the teques veache he Contiller. 

+Response Retoned ’it not alluoed, Sping Secoily velns YO 

slal2s 

Core Spring Secoriky omponenlo 
I User Delails 

aUser inthe Spring Secoity fameuoork. 

’ The UserDetail s ioterfate represenls 

’it provides methods to get user infouaion Sueh as Uslbarme, pauh aord Astaoritie. 

user inlornaion, including Authenication and Autloi aNon 
dekails 

Prpose - To encapsulate 
Implementaion’ Vou Can Use it to extend 

2. UserDelails Serviee. 

’ The Use- Details Service interface is a Core Componèr in Sping Secoity taat is 

USed to retrieve 
user-relaBed 

data. 

single method : loaduserBysernane 

Usertntty 

Purpose lo fetch user details Fron a datasoUYCe based on the Username. 

You ypi cally inpleent tlis interface to load user details, Such as 

Vepositong 
Username,Pasword, 

and Yoles, hro your Oun User Implemenlaior ’ 

3 IbMemor UserDetails Manager 

’ The nMemory gUserDetails Manager is a Sping Secuity pvovided inplemenlaion 

User inforwngüon in memory 

of UserDe loils Ser vice tat stores 

Porpose To slore user dekails in memorg, ypiealy 

USerS diecty in tae Congguralien 
’ Yo de(ine 

for feling (oo Snal Applieaions 
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BCypl Pautord Encoder 
Common nplemenalion si

 Paswordh during autlhenlicalion Tbrpose - b Secunity hah paoords befove slorirg toem and o.yevikg hahed 

-’i has methods foY encoding vau pasoovds and Matehing encode d Pasaord ’The Pa
 lwovdEncoder intevgate is
 used for encoding and validaing Pusdd 4 
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Contiquring Securyfiller Chain 

Default Securiyfiller Chain Config 

authorie Requestsc) resticts actevs babed on 

implement 
authon authenicated() Yequires that all endpoints Called be authencale 

before Procee ding in he iller chain 
fonslogin (O calls -te defoult Form Looin Con fiq urer claws lhat loads tue 

login Page tb authenicae via uSerame -pascword and accordìngly 

ledive ct to Cenea peon ding faibIe (o) SucCes handlers. 

* Csrfc) to Cofiqure the csrt Protecion. 

Ohdevstanding JWT 
TwT is a Small, Compact and Sate 

Paries (uSually a client and a Server). 

ReqyotMatcher 

Why Use JWT9 

and Sate tway to Send informaion baw lao 

3 Thìs ino is UsUally oot Sensile but impovtant for Aothovi sation and ideolty 

Clike user ID, voes, Permissions). 

Stateless ’Server does not Slore Sessisns, evevting in inside tue Token. 

Scalable ’ Casily ores rolliple Servers (gieat for large Syskem). 

Cross- domain SupportJWT Can work bl dievent domajn s (on syslams. 

Decenwali|ed Systea /Micvo Sevvices ’ TWT is beat tor micosevice s where 

Services ave Sepavat buf Coonectd 

Highlg Secore Uses digital Signalore so data So data Cannot be changed or faked 

acvoss 



Strucwre of JWT: 

-Header - Info about he aloovitm 

. Payload - Acual dota like User (D, toles ete. 

s Siqnalore - Diqital Signabre, o.ae Sore Token isnt Tanpeved. 

JWT Creaien Flow} 

User loqs in wih UseYnane pastoord. 

2 i valid, Sevver Creales aJWT wit 

* Oser nfo ON 

Timestanp 
iroe 

3 TWT 0s Sent o the Cliert ( browser). 

Everg 

4 cliest skotes it (in local Storage (oro Cookie). 

TWT Veritication ; 
Hime tue USer makes a teqvest 

I- cliest send tue JWT in he Yequest header 

2 Server Verifies: 

* is the si�nave valid? 

: is -ihe lolken expived! 

Y Does tue Tollen Conlain Yeoised voles) 

3 it valid , Acceu is grankd. 

TWT Dependencies in Spring Boot 
To Qse JwT in Spring Boot 

3 Use AvthenicaionManager to Vevity login 

Jeneralea gwT 

4: Gteneroak JwT on Succesgol login. 

Using Secret key 

Add requived dependen ties ( like iot, Sping- Seruit eky. 

Contigue Securiy Filer Chain and Cusom ilfecs 

olögin Request 
API 

Inleicept reqvess and vali date JwT betore Pocée ding. 

klient Aee 

ot 
USer 

Further teqvest done irtu JwT 



ilelss 

Asthenlicating lequesls using 

* JWI Autenlication Wovkgfocw in Spring Boot 

I Cushonner Filter (eaJwIAoti filler) intevcepl the reqyesa 

it exhact the tokeo frorm Asthori tolion :-Beater < bodhen > hender 

3 The Toleo is validaled(Signalore, 
expiraion , ek) 

JWT: 

4. it valid, User is Aothenticatd and request proceeds 

Sif invalid/expired, Aceed is denied (40| (Unoutuori sed). 

¥TWTAU Filker Consol Flocu (Houw Spring Secorlty Handles it). 

Useinare Pascoord Autheohca kios Filter. 
Filter is placed be�ore 

2 if checlas the holken in each incoming Yeqpest 

3 if the Tokes s Valid. 

2 

i) t sei te Asuersticaor olject in the Secoity Context 

(i) This tells Spring Secoriy that the User is Aotuenticatd 

2l8l2s 

JWTAta filher Contrdl Fiow Explained 

’ I HTTP Reavest - cliert sends Vequest: 

Secority Filters ’ Filers decide it Autienicaon is needed. 

3 Jot Aot Filker -> Valdat JwT for Secored requesta. 

Login onwoller-> Handles login and issoes token. 

S AuthenicqliooManager-’ Aothenticaty Cve deniab. 

( Secority Cootext Holder> Stoie the avthenicated'user. 

+ DispaBcher Servlel ’ Roues to Conoller. 

Þ Kesponse > Relons data (or) token 



'to Sping Secort wte TwT, all vequeta ivst qo -turogh filkers for 

Secured APIs, he JuotAuthFilter checes and vali da the JwT tolheo from 

he header if valid , it adds he Uter to-the Secoity context, and the 

vequest Coninues for loqin vequesta,-the Credentials ave 

Jl tohen is geneatd and velovned" 

Spring Secuiy Exceplion Handing : 
Aothenlicalioo Exceplon:-

, These exephons Cccur uhen User tails to log in (or) Seuion is invalid. 

Comor Causes 

* Wiong Useroanme (Paustoovd. 
Expived actount/selor 
* Missing Credenials. 

’Use HTTP Staws Code 4o UNAOTHORI|26D. 

Connon Exceplions: 
Acont Expived Exceplio ’ User Aceourt is expived. ’ 

2Bad Credenials Exteption -’ Wong Username (or) Paus cwovd. 

| Gedenials ExpivedExcaption -’ Pasaord exped. 

s Authen ticaion Cre denialsNof feund Exteplion ’No aolhenlicaüoo dekails Aovided. 

Sesier AheolicationExtepioo - Seuion-velakd tailore. 

@Jest Excepion (Jwt Tohen Speci fie):. 

Comoon Excepions' 

IExpired Jaot Exceplion ’ Tohen has expired. 

vevified, an d 

2. Mal forrmedJot Exceptios -’ Tohen is corongly shockoved (o) tanpeved. 

Sigoa.tore Exceptiors - Token Signakve is invalid 

TOn Suppoted JeotExieptoo -> Tokern fovmat ot Supporkd. 

Tolker is nol/empy (o) inCovech arqument pawed. 


